
for pagmg md radiotelephone ser..ice. ': l"nder this r:.lle. the ~umber of acdltior:ai (r:.l.~...,C'[s

.lSsigned to BETRS In the Rural Radiotelephone S~n'ice 1.\.11I be determined on a case-c\"c.lSe
basis. uking. ~to account all relevant factors. lncluding the grade of sen'ice required. :.1e
equipment unliZed. the amount and type of service for which demand is projected. the c!ustenr:2
of t.,.....e customer locations. the terrain. and the potential for i.nterference between svstems. I~

addinon. BETRS applicants 'Will be required to demonstrate that ample spectrum wo~ld remain.
after grant of their application. to meet present and projected future demand for mobile service
tn the area lr.volved. We also are adding rules governing the technical characteristics of BETRS
~quipment as suggested by the commenters:3 We believe that these new rules 'Will permit us to
asSIgn an adequate number of channels for BETRS in rural areas while. at the same :ime.
ensuring that sufficient 454 .\IHz public mobile speccnun remains available to meet present ar:.c
future mobile service needs.

Cellular ElectrODK: Serial NUlDben

54. Proposal. We proposed in the Notice a new rule (Section 22.919) intended to help
reduce the fraudulent use of cellular equipment caused by tampering with the unique Electronic
Serial ~umbers {ESN) that identify mobile equipment to cellular systems. The purposes of the
ESN in a cellular telephone are similar to the Vehicle Identification Numbers in automobiles.
That is, it uniquely identifies the equipment in order to assist in recovery if it is stolen. ylore
importantly, in the case of cellular telephones, the ESN enables the carriers to bill properly for
calls made from the telephone. Any alteration of the ESN renders it useless for this purpose.
The proposed rule explicitly establishes anti-fraud design specifications that require, among other
things, that the ESN must be programmed into the equipment at the factory and must not be
alterable. removable, or in any way able to be manipulated in the field. In addition, the proposed
rules require that the ESN component be pennanently attae:hed to a main circuit board of the
mobile transmitter and that the integrity of the unit's operating software not be alterable.

55. Co.....ts. The commenters generally support our proposal.94 but they sugaest some
modifications. For example, BellSouth, Southwestern Bell, GTE, and CTIA sUiaest that our
proposal should be modified to provide that equipment already manufactured, is exempt from
the rule. 9s They arp that subjecting existing phones to this rule would be very expensive and
difficul~ if not impossible, to implement. Therefore, they recommend that the rule apply only

92 .stt disc:ussiOD of new § 22.719 in Appendix A.

93 ~ discussion of new §§ 22.567 and 22.159 in Appendix A.

94 ~~ PacTel Comments at 2; CTIA Comments at 7-8.

95 BellSouth Comments at Appendix 2, pJ6; Southwestern Bell Comments at 28-29; GTE
Comments at 30; CTIA Comments at 8.
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~o phones :r.~uf:lc:ured after .1 partIc'J..iar ..:i3.te.·~ ~'r"\"'EX recommends that I.ve not require :;;e
ES~ chip to oe secured to the main CIrcuIt board or the mobile transminer as proposed. R1ther.
)iY~;EX suggests that the ES~ chip be a.ttached to the frame of the radio and attached to :i:e
10\2:1C beard by cable. ~7 In addition. it recommends that operating sofm.·are be encoCled or
sc;ttered over different memory chips. '8 \fotorola., Inc. (\10torola) and Ericsson Corp
I Ericsson 1. t\liO manufacturers of cellular mobile equipment. suggest that the proposal be
modi tied to 3.110\'10' a.uthorized service centers or representatives to make necessary and required
changes to ES~s In mobile and portable units in the tield.~

56. Southwestern Bell recommends that the rule also apply to mobile equipment
associated ~;th a ~ireless private branch exchange (PBX).IOO CTTA suggests that the proposal
be modified in several respects. First. it states that we should clarify that requiring a mobile
transmitter to have a "unique" ESN, means that any particular ESN will not exist in more than
one mobile unit. Second. CTIA suggests that ESN manipulation not be permitted "outside a
manufacturer's authorized facility. 11 Third, it requests that cellular mobile units be required to
be designed to comply with the "applicable industry standard for authentication. 11 101 ~ew Vector
suppons the proposed rule, but emphasizes that the ESN critena should be incorporated into the
type-acceptance rules to clarify that manufacturers will be subject to the Commission' 5

enforcement procedures if they do not comply \\lith the ESN requirements. I02

57. C2+ Technology (C2+) requests that we allow complDies to lDIJ'ket ancillary cellular
equipment that emulates ESNs for the purpose of allowinl more than one cellular phone to have
the same telephone number. It argues that emulating ESNs in the way it describes benefits the
public, does not involve fraud, and retains the security and intqrity of the cellular phones. :03 In
opposition, Ericsson asserts that the rules should include procedures to ensure that ESNs are not

96 For example, BellSouth sugests that the anti-fraud measures should not apply to equipment
type-accepted before January 1, 1993.

97 ~YNEX Comments at 8.

98 tiL. at 8-9.

99 Ericsson Reply Comments at 2-5~ Motorola Reply Comments at 3.

100 Southwestern Bell Comments at 29.

101 CTIA Comments at 8.

I02 ~ew Vector Comments at Appendix I, p.44.

103 C2+ Comments at 1-2.
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~3.Sliy :rJ.nsr'~r:lble :hrough the use of 3.I1 ~ncrypted data transfer de','!ce.·-I SimilarlY. \·C'.\ Pl:
suggests that :he ?roposed n.i~e proscnbe ~Ctl','lty that does not physically alter th~ chip yet l.t':ec:.3
the r::ldlated ES~ by translating the ES~ SIgnal that the mobile unit transmits. '.5

58.. DiscussioD. The record before us demonstrates the need for measures that \l,ill help
reduce the traudulent use of cellular eqwpment caused by tampering v.-ith the ESX We therefore
.:ldopt the proposed rule for the reasons set forth below.

59. Contrary to the suggestion of one commenter, the ESN rule will not prevent J

consumer from having two cellular telephones with the same telephone number. ChanliZinliZ the
ES~ emined by a cellular telephone to be the same as that emined by another cellular telephone
does not create an "extension" cellular telephone. Rather, it merely makes it impossible for the
cellular system to distinguish between the two telephones. We note that Commission rules do
not prohibit assignment of the same telephone number to two or more cellular telephones. >:<> It
is technically possible to have the same telephone number for two or more cellular telephones,
each having a unique ESN. 107 If a cellular carrier wishes to provide this service, it may. In this
connection, we will not require that use of cellular telephones comply with an industry
authentication procedure as requested by CTTA, as this could have the unintended effect of
precluding multiple cellular telephones (each with a unique ESN) from having the same telephone
number.

60. Further, we conclude that the practice of alteriDa cellw. phoaes to "emulate" ESNs
without receiving the permimon of the relevant ceUul.. licenJIe should not be allowed because
( 1) simultaneous use of cellular telephones fraudulently emitting the same ESN without the
licensee's permission could cause problems in some cellular systems such as erroneous tracking
or billing; (2) fraudulent use of such phones without the licensee's pennission could deprive
cellular carriers of monthly per telephone revenues to which they are entitled; and (3) such altered
phones not authorized by the carrier, would therefore not fall within the licensee's blanket
license, and thus would be unlicensed transmitters in violation of Section 301 of the Act.
Therefore, we agree with New Par and Ericsson that the ESN rule should proscribe activity that

104

lOS

106

107

Ericsson Reply Comments at 3-4.

~ew Par Comments at 21-22.

The telephone number is referred to in the cellular compatibility specification as the
\<1obile IdeDtifiC8tion Number or "MIN".

It is not technically necessary to have the same ESN in order to have the same telephone
number. Nevertheless, the authentication software used by some cellular systems does not
permit two cellular telephones with the same telephone number. In such~, cellular
carriers should explain to consumers who request this service that their system 1S not yet
capable of providing it.
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~0es not phySlCJ11y liter :he ES~. but affects :he radiated ES~. inch.lding actIV!t:es :}-.at :r'~"'.>.
ES:';s through the use of an encrypted data runsfer device. -'-'~'

61. With respect to the proposal to allow alteration of ES~s by manufacturers' authonzej
ScI"\'lce centers or representatives. we note that computer sofrn'are to change ES\'s. which is
mter:ded to be used only by authorized service personnel, might become available :0
unauthonzed persons through privately operated computer "bulletin boards". We have no
knowledge that It is now possible to prevent unauthorized use of such software for fraudulent
purposes. .-i..ccordingly, we decline to make the exception requested by Motorola and Ericsson.

,

62. We further agree with the commenters that it would be impractical to apply the new
rule to existing equipment. Accordingly. we are not requiring that cellular equipment that is
currently in use or has received a grant of type-acceptance be modified or retrofitted to comply
\\ith the requirements of this rule. Thus. the ESN rule will apply only to cellular equipment for
which initial type-acceptance is sought after the date tIw our rules become effective.
:-.ievenheless, 'With regard to existing equipment, we conclude that cellular telephones with altered
ESNs do not comply with the cellular system compatibility specificationlo, and thus may not be
considered authorized equipment under the original type acceptIDCe. Accordin&ly, a consumer' s
knowing use of such altered equipment would violate our rules. We funher believe that any
individual or company that kno'Wingly alters cellular telephones to cause them to transmit an
ESN other thaIi the one originally installed by the manufacturer is aiding in the violation of our
rules. Thus, we advise all cellular licensees and subscribers that the use of the C2· altered
cellular telephones constitutes a violation of the Act and our rules.

63. With respect to NYNEX's proposed modifications for securing the ESN chip to the
mobile transmitter, the record does not convince us that these modifications will make the ESN
rule more effective. Therefore, we do not adopt NYNEX's proposal. We agree with
Southwestern Bell that the ESN rule should apply to mobile equipment associated with \\ireless
PBX if the equipment can also be used on cellular systems. We also clarify that the new ESN
rule prohibits the installation of an ESN in more than one mobile transmit1er. Finally, as
suggested by New Vector, we amend the type-acceptance rule to refer to the newly adopted ESN
rule. :09

Use of Part 22 Tra...itten ill No.-Co•••a Carrier Services

64. P.......... Section 22.119 of the Rules currently prohibits the concurrent licensing
and use of traDSlDitters authorized to provide common carrier service under Part 22 of the Rules

~~ 108 ~ old § 22.915, which becomes new § 22.933 in Appendices A and B.
. \

109 Stt discussion of new § 22.377 in Appendix A.

28



FEDERAL COMMUNICATIONS COMMISSION
\Nashington, D.C. 20554

June 2 'I, 1994

In Reply Refer To:
1600D-SLM

9402642

Honorable Jim Sasser
United States Senator
363 Russell Senate Office Building
Washington, D.C. 20510

Dear Senator Sasser:

This is in response to your letter of June 3, 1994 requesting that we respond to a
concern raised by your constituent Mr. Thomas Burke. Mr. Burke desired to have the
same telephone number for each of his cellular telephones. This often involves
changing the Electronic Serial Number (ESN) in a cellular telephone.

The ESN is a unique number programmed into each cellular telephone at the time it is
manufactured. The ESN uniquely identifies a mobile telephone to a cellular system.
ESNs are used for billing and other purposes. Alteration of an ESN can interfere with
a cellular carrier's effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or cloned ESNs are used in a
majority of cases involving cellular fraud.

In the Commission's Public Notice of October 2, 1991, Report No. CL-92-3, the
Commission stated its general position that "phones with altered ESNs do not comply
with the Commission's rules.... " The Commission also stated that "any individual or
company operating such phones or performing such alterations is in violation of
Section 22.915 of the Commission's rules and could be subject to appropriate
enforcement action." Section 22.915, Cenular System Compatibility Specifications,
generally sets forth the standards of cellular operation as reflected in the Cellular
System Mobile Station-Land Station Compatibility Specification (April 1981 ed.),
Appendix D to the Report and Order in CC Docket No. 79-318,86 FCC 2d 469, 567
(1981).

If you have any additional questions, please do not hesitate to contact Steve
Markendorff of my staff at 202-653-5560.

Sincerely,

n Cimko
ief, Mobile Services Division

Common Carrier Bureau



FEDERAL CO:\l\1l"",le.-\TIOSS CO:\l\USSIOS
\\'ashington. D.C. 1055~ .

In Reply Refer Tn:
II-I,il_D-J\fT

c ~ llu lar T~ !c(ommunt-:atlons fndustr\ Ass..x latlOn
1133 : ht St.. -:-;. W. Third Floor .
W.lShlf~gton. D.C :0036

Attn: ~lichael Altschul

Dear ~lr. Altschul:

This is in response to your lener of Sovember 4, 1992 concemilll the applicability of the
FCC' 5 rules to the NAM Emulation. ProJrammin. Device (NIPD) manufactured and
distributed by CTwo Plus TechnololY. You ask for Commission concurrence that ceUular
phones containin. Electronic Serial Numbers (ESNs) that have been modified by the-NEPD
(and similar devices) do not conform with Pan 22 roles.

In our Public Sotice of October 2. 1991. Report No. CL·92·3, we stated our general
position that· .phones with altered ESNs do not comply with the Commission's roles ......
We also stated that "any individual or company operIIin. sucb phones or petfonninl such
alterations is in violation of Section 22.91 S of the Commission's Nles and could be subject
to appropriate enforcement action." Section 22.915, entitled Cellular system compatibility
specifications. generally sets forth the standards of cellular operation as reflected in the
Cellular System Mobile StMion·Und Station Compatibility Specification (April 1981 ed.).
Office of EngineeriJlt aIId TechnolOlY Bulletin No. 53. The bulletin is contained in
Appendix 0 to the Re,ort and Order in CC Docket No. 79-318, 86 FCC 2d 469, 567
(1981).

It is a violation of Section 22.915 of the Commission's Rules for an individual or company
to alter or copy the ESN of a ceUu&ar telephone so that the tellpllone emulales the ESN of
any other ceUu&ar tel.,..... Moreover, it is a vioildon of the Commission's Rules to
operate a ceUular telepbone that contains an altered or copied ESN.

Sincerely-

CiaIIrD
Chief. Mobile services Division
Commoa Carrier~
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~s. Rer.ee :. :..c:::: ':.
Ac':.:~g ~e~eral :~unsel

Federal Communlcat:ons Commlssion
1919 M Street, N.W.
Washlngton, ~.C. 20554

Dear Ms. Licht:

FILE COpy

~ovem.ber 4, 1992

-----

On October 22, 1992, CTIA and the statt ot the FCC's Mobile
Service. Division and the Ottice ot Enqineerinq and Technoloqy ~.t

to discus. the applicability ot the FCC'. rule. to the NAM
Emulation Proqramminq Oevice ("N!PD~) aanutactured and distributed
by e Tvo Plus Technoloqy. At that .eetinCJ, CTtA and the Co_isaion
statt reviewed the FCC's rule., and Mr. !ric Hill, CTtA's Oirector
ot Indu.try Security demon.trated to the Co..i ••ion .tatt that the
NEPD alter. a cellular phone'. tactory-.et Electronic Serial
NWIl..ber.

A. you can .ee troa the attached letter to C Two Plu., CTIA
has concluded that the alteration ot a cellular phone'. !SH by the
e Tvo Plus NIPD i. a clear violation ot Section ~2.915 ot the FCC's
rule.. Ba.ed on our deaonatration and our review ot the devic.,
CTtA seeka the FCC' a written concurrence that cellular phon••
containinq ESHa that have been aoditied by the HEPD (and similar
devicea) do not contora to the Part ~2 Rulea.

Given the iaportance ot thia utter to the cellular industry's
abi 1i ty to coabat traud, I U%'CJ. you to act pro.ptly to entorce
Section 2~.915 ot the rcc's rule. tor cellular .ervice.

Sincerely,

~~~
Michael Altachul

Vic. Preaident and
General Cowwel

Encloaure.

cc: CTtA rraud Taak rorce rundinCJ Carriera
Mr. J'uliu8 Knapp, Authorization and

Evaluation Diviaion, rcc
Mr. J'oM CiMO, Chief, Mobile Servic••

Diviaion, rcc

CeU'" T aakadou lad...., tW.N....
113311. SL N.W., l1UM Weew·,.. DC 20036 _ (.) .,.,...- PAX (.) ?'SoOnI
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IV AS-INCrr':)N CC, :['0554

COMMON CARFtlEA PUII.. IC MOilLE SI~IVICES INFORMATION

C)oIANGINQ 1l.IC""ONIC "UIIAL -.UM'."S ON CIL~'JU .....ONIS
S A "'IOI~ Tl0~ 011 -"" I COMMIS,SIO"'S ~U~II

'-.oon ~o, CI.-'2- 3 October 2. ~ 3; ~

It ha, com. to the at:t'l'ltion ot the Mobile Servic., D1VlS:'::;

that individual, and co.pan,i.e. lIlay b. alt.rinq the El.c~r:l"\:'::

Ser ial NUJIt).r (ESH) on c.llular phon•• " 'araqraph 2.3.2 11"1 CS1'
Bulletin No. 53 (c.llylar SY'1;'. "Rpil. S~.tiQn - wad StatlQC
Compatibility Sp9citica1;ioD, July 1983) ,tat•• that " (a]tt'lIlpts to
chanq. the ••rial nwab.r cJ~rc\;Litry .houldl r.nd.r the IIlcbil-' statlon
inop.rativ•. " Th. 1981 .d1t10n ot th... cOlllpati,ta U. ty
sp.citication. (vhich contain. the .... vord1nq) va. included as
App.nd1x 0 in CC COck.t 19-318 and is incorporat.d into Sec~:.:~

22.915 ot the Co_is.ion'l :"\.:(le•.

Phon•• vith alt.r.dESH. cio not co.ply vith the COUlssion's
r"Ule, and any indiviciual or co.pany op.ratinq .uch phon.. or
performinq .uch alt.ration, 1, in violation of Section 22.915 o!
the coaai••10n'. rul.. and could b. .ubj.ct to approprlat •
• ntorc•••nt action.

Que.tion. conc.minq this Public Kotic••hould b••ddr••••d ':0
Steve Mark.ndortt at 202-653-5560 or Andr.w Kachby at 202-632-6450.


